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* NOTICES * 

Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

LThis document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated 
3Jn the drawings, any words are not translated. 

DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[The technical field to which invention belongs] This invention relates to the technology of 
starting encryption equipment, decryption equipment a pocket information processor, the 
encryption method, the decryption method, and the control method of a pocket information 
processor, especially securing an information security. 
[0002] 

[Description of the Prior Art] In recent years, two or more information processors are connected 
through networks, such as the Internet and a personal computer communication network, and 
the informational exchange is performed through this network. By the way, the information 
transmitted to an addressee through a network from a transmitting person and the information 
stored in the computer connected to the network have a high possibility of being intercepted 
more as compared with the information indicated by the conventional document etc. 
[0003] Then, it sets to an information processor given in JP,9-319662,A. In case it has the 
location acquisition section which acquires the self current position and specific information (file) 
is accessed by GPS location survey The current position (equivalent to password information or 
key information) which the Research and Data Processing Department acquired by the location 
acquisition section is collated with the address information corresponding to specific information. 
Only when the current position and the location corresponding to address information have 
agreed Decrypt specific information, the configuration which performs a display etc is indicated, 
and it becomes impossible to access specific information except the location corresponding to 
address informatioa The purport from which specific information can be protected is indicated 
to the theft of specific information, or tapping, reducing the time and effort to which a user 
manages password information or key information (storage and input). 
[0004] 

[Problem(s) to be Solved by the Invention] In the above-mentioned conventional information 
processor, it may be able to access by accessing specific information, changing the current 
position (location), since the current position is used as password information or key information. 
Then, the purpose of this invention is to offer the information processor which can raise 
informational confidentiality more, and the information processing method, without making the 
burden of the user for information management increase. 
[0005] 

[Means for Solving the Problem] In order to solve the above-mentioned technical problem, a 
configuration according to claim 1 is characterized by having an encryption key generation 
means to generate an encryption key, and an encryption means to encipher input using said 
encryption key, using inputted positional information and inputted time information. 
[0006] A configuration according to claim 2 is characterized by said encryption key generation 
means generating said encryption key using transmission place specific information for specifying 
a transmission place of said input in addition to said positional information and said time 
information in a configuration according to claim 1. 

[0007] A configuration according to claim 3 is characterized by having a decryption key 
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generation means to generate a decryption key using inputted currency information and inputted 
current time information, and a decryption means to decrypt input encryption information using 
said decryption key. 

[0008] A configuration according to claim 4 is characterized by said decryption key generation 
| means generating said decryption key using transmission place specific information for specifying 

a transmission place of said input encryption information in addition to said currency information 
\ and said current time information in a configuration according to claim 3. 

[0009] In a pocket information processor which decrypts input encryption information that a 
configuration according to claim 5 is inputted encryption data A self-location detection means to 
detect the serf current position and to output currency information. It is characterized by having 
a current time detection means to detect current time and to output current time information, a 
1 decryption key generation means to generate a decryption key using said currency information 

and said current time information, and a decryption means to decrypt input encryption 
information using said decryption key. 

[0010] A configuration according to claim 6 is characterized by having an encryption key 
generation processing circuit which generates an encryption key, and an encryption processing 
circuit which enciphers input using said encryption key using inputted positional information and 
inputted time information. 

[001 1] A configuration according to claim 7 is characterized by having a decryption key 
generation processing circuit which generates a decryption key using inputted currency 
information and inputted current time information, and a decryption processing circuit which 
decrypts input encryption information using said decryption key. 

[0012] In a pocket information processor which decrypts input encryption information that a 
configuration according to claim 8 is inputted encryption data Serf-location detection equipment 
which detects the self current position and outputs currency information, [t is characterized by 
having current time detection equipment which detects current time and outputs current time 
information, a decryption key generation processing circuit which generates a decryption key 
using said currency information and said current time information, and a decryption processing 
circuit which decrypts input encryption information using said decryption key. 
[0013] A configuration according to claim 9 is characterized by having an encryption key 
generation production process which generates an encryption key, and an encryption production 
process which enciphers input using said encryption key using inputted positional information 
and inputted time information. 

[0014] A configuration according to claim 10 is characterized by having a decryption key 
generation production process which generates a decryption key using inputted currency 
information and inputted current time information, and a decryption production process which 
decrypts input encryption information using said decryption key. 

[0015] In a control method of a pocket information processor which decrypts input encryption 
information that a configuration according to claim 1 1 is inputted encryption data A selfHocation 
detection production process of detecting the self current position, and a current time detection 
production process of detecting current time, It is characterized by having a decryption key 
generation production process which generates a decryption key using said detected current 
position and said detected current time, and a decryption production process which decrypts 
encryption information inputted using said generated decryption key. 
[0016] 

[Embodiment of the Invention] With reference to a drawing, the suitable operation gestart of this 
invention is explained below. 

(1) The outline block diagram at the time of building the code electronic mail system with which 
the pocket information processor of an operation gestart is applied to the block diagram 1 of a 
code electronic mail system is shown^ The code electronic mail system 10 The network 14 where 
the radio relay station 13 which distributes an electronic mail under control of the encryption 
server 11 which generates a cryptographic key under predetermined conditions, the mail server 
12 which performs processing which transmits the actual encryption electronic mail data SEM, 
and a mail server 12 was connected. The information processor 15 which is connected to a 
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network 14 and performs creation of an electronic mail, a cryptographic key generation request, 
encryption processing, and a transmitting request (henceforth transmit-terminal equipment), It 
has the pocket information processor (henceforth accepting-station equipment) 20 which 
decrypts encryption electronic mail SEM which received, and is constituted. 
[0017] (2) Outline configuration block drawing of the accepting-station equipment of an 
operation gestalt is shown in the block diagram 2 of accepting-station equipment OPU21 by 
which accepting-station equipment 20 controls a migration communication terminal, and the 
memory 22 which memorizes various data (ROM and RAM), The display 23 which consisted of 
liquid crystal displays for displaying various data etc., The input unit 24 which consisted of a 
keyboard for inputting various information, a touch panel, etc The external storage 25, such as a 
hard disk drive (HDD) for memorizing various data, and a flexible disk drive (FDD), with the data 
communication unit 27 for performing radio communications between the base transceiver 
stations which are not a drawing example through the antenna 26 for communication equipment 
GPS receiver 29 which receives the electric wave from a GPS Satellite through the GPS 
antenna 28, The computer 30 for GPS which calculates the current position data of accepting- 
station equipment 20 based on the output signal of GPS receiver 29. and extracts and outputs 
current time data, h has the internal bus 33 for connecting each equipments 21-32 which 
constitute the expansion bus interface device 32 and the accepting-station equipment 20 for 
connecting the various devices for an escape with the loudspeaker 3t which performs various 
voice outputs, and is constituted. 

[0018] (3) actuation of a code electronic mail system — explain actuation of a code electronic 
mail system below with reference to functional configuration block drawing of the code system of 
drawing 3 , and the processing sequence diagram of drawing 4 . 

(3.1) the configuration of the condition data base section — here, explain the example of a data 
configuration of the condition data base section 41 (refer to drawing 3 ) in advance of 
explanation of a code electronic mail system of operation. In addition, the configuration of an 
encryption key and a decryption key explains only an encryption key in the following explanation 
for the same configuration. 

[0019] The condition data base section 41 is equipped with location table 41 P, time amount table 
41 T, and user specification table 42U as shown in drawing 5 . Location table 41 P are matched 
with a location, and store the location encryption key. For example, the location encryption key 
corresponding to a location B is set to B. In this case, as positional information, it is possible to 
set up by room units, such as a position coordinate of a LAT range, a LONG range, etc., and the 
1st conference room, the 2nd drawing room, etc 

[0020] Moreover, time amount table 41 T are matched with time amount, and store the time 
amount encryption key. For example, the time amount encryption key corresponding to time 
amount D becomes D\ In this case, as a hour entry, it is possible at the time of the time of GO - 
OO to set up in units, such as ** day and ** day of the week Moreover, user specification table 
42U is matched with a user, and stores the user specification encryption key. For example, the 
user specification encryption key corresponding to User F becomes F.* In this case, as user 
specific information, it is possible to set up in units, such as Mr. OO, **** team, and **** 
division. 

[0021] What is necessary is just to use a user specification encryption key if needed, although 
these location encryption keys and a time amount cryptographic key are indispensable with this 
operation gestalt What is necessary is just to also use a user specification decryption key if 
needed corresponding to this. In the following explanation, the location encryption key of a lot 
and the time amount encryption key or the location encryption key of a lot, the time amount 
encryption key, and the user specification encryption key were named the encryption key 
generically, and the location decryption key of a lot and the time amount decryption key or the 
location decryption key of a lot the time amount decryption key, and the user specification 
decryption key are named the decryption key generically. 

[0022] (3.2) concrete actuation of a code electronic mail system — explain actuation below, first, 
the encryption conditioning section 31 of transmrtrterminal equipment 15 — the encryption 
server 11 — receiving — encryption conditions — setting up (steps S1 and S21) — as 
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encryption conditions, a receiving location and time of delivery are set up, and, specifically an 
addressee is set up at least if needed. Thereby, the encryption server 1 1 starts the encryption 
conditioning section 41 (step S25), and the encryption conditioning section 41 searches an 
encryption key from the condition data base section 42 (steps S2 and S26), and it makes it 
output it to the key transmitting section 47 according to the set-up encryption conditions (step 
S3). 

[0023] Thereby/the key transmitting section 47 transmits the searched encryption key to the 
!■ encryption section 33 of transmit-lenminal equipment 15 (step S4, S27). In parallel to this, 

transmrt-terminal equipment 15 stores the plaintext of the electronic mail prepared for the 
plaintext storing section 32 (step S22). And the encryption section 33 of transmit-terminal 
equipment 15 reads the plaintext of an electronic mail from the plaintext storing section 32 (step 
S5) ( enciphers an electronic mail, generates the encryption electronic mail data SEM (step S27), 
! and outputs it to the communications department 34 (step S6). 

[0024] Thereby, the communications department 34 of transmit-terminal equipment 1 5 transmits 
the inputted encryption electronic mail data SEM to accepting-station equipment 20 (steps S7 
and S 24). More specifically, the communications department 34 of transmit—terminal equipment 
15 transmits the encryption electronic mail data SEM to a mail server 12 through a network 14. 
Consequently, a mail server 12 will store and hold the received encryption electronic mail data 
SEM. 

[0025] And when an encryption electronic mafl data transfer is required from accepting-station 
equipment 20 from a mail server 12, a mail server 12 will transmit to accepting-station 
equipment 20 through a radio relay station 13 and a wireless circuit The receive section 45 of 
accepting-statidn equipment 20 receives the transmitted encryption electronio mail data SEM 
(step S30), and stores in the cipher storing section 46 (step S8). More specifically, the antenna 
26 for communication equipment and data communication unit 17 which function as a receive 
section 45 store the transmitted encryption electronic mail data SEM in the external storage 25 
which functions as the cipher storing section 46. 

[0026] And if a decryption of the encryption electronic mail data SEM is directed by the user of ' 
accepting-station equipment 20, the test section 47 of acceptingrstation equipment 20 will 
measure setf current position and current time (step S31), and will output them to the 
transmitting section 48 (step S9). Thereby, the transmitting section 48 accesses the encryption 
server 11, and transmits to the retrieval section 44 of the encryption server 1 1 by using 
currency information and current time information as measurement data (steps S10 and S32). 
GPS receiver 29 and the computer 30 for GPS function as a test section 47, and GPS receiver 
29 receives the electric wave from a GPS Satellite through the GPS antenna 28, and, more 
specifically, outputs to the computer 30 for GPS. 

[0027] The computer 30 for GPS calculates the current position data of accepting-station 
equipment 20 based on the output signal of GPS receiver 29, extracts current time data, and 
outputs it to a data communication unit 27 and memory 22 as measurement data, the data 
communication unit 27 which functions as the communications department 48 by this transmits 
current position data and current time data to the encryption server 1 1 through the antenna 26 
for transmitters — ** — it becomes. The retrieval section 44 of the encryption server 1 1 
searches a decryption key from the condition data base section 42 (steps S1 1 and S28), and is 
made to output it to the key transmitting section 47 (step S12). 

[0028] The key transmitting section 47 transmits the searched decryption key to the decryption 
section 50 of transmft-terminal equipment 1 5 (steps S1 3 and S29). Thereby, the decryption 
section 50 reads a private key from the private key storing section 49 in which the private key 
for specifying the user of the accepting-station equipment 20 concerned was stored beforehand 
while reading the encryption electronic mail data SEM from the cipher storing section 46 (steps 
S14andS15). 

[0029] And using the decryption key and private key which were transmitted, the encryption 
electronic mail data SEM decrypts the decryption section 50 (step S33), and it stores the 
plaintext of electronic mail data in the memory 22 or external storage 25 which is the plaintext 
storing section 51 (steps SI 6 and S34). Consequently, CPU21 can display the plaintext of 
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electronic mail data on a display 23, and becomes that a user can read the contents of the 
electronic mail. 

[0030] (4) According to this operation gestalt, the protection to an informational theft or tapping 
can be raised by enciphering at least using a location (location) and time amount like explanation 
beyond the effect of an operation gestalt That is, since the information received if it did not go 
to a specific location at specific time of day cannot be decrypted, it becomes possible to protect 
without, for example, revealing the high information on confidentiality to a certain specific 
location. 

[0031] And since a location (current position) and time amount (current time) are acquired 
automatically, they are less necessary, and can simplify time and effort [ of a user's information 
management ] Moreover, it is physically impossible to carry out decode processing to the time 
amount as which specific accepting-station equipment was specified by two or more places, and 
probability for information to be decoded can be made lower. 

[003Z] (5) In the explanation beyond the modification of an operation gestalt, as an encryption 
key, although the location encryption key, the time amount encryption key, and the user 
specification encryption key were used, it is also possible to combine the encryption key of 
arbitration and the password of arbitration further. In the above-mentioned explanation, although 
the case where positional information and a hour entry were used as an encryption key was 
explained, it is also possible to constitute so that it may process by using these one side or both 
sides as a password, and may constitute or may process as a password and ah encryption key. 
[0033] Moreover, in the above-mentioned explanation, although GPS using a GPS Satellite was 
used as a seHHocation detection means, rt is also possible to constitute so that the information 
which pinpoints a base transceiver station may be used like the enclosure of PHS in using the 
false GPS information by the false GPS Satellite (GPS electric wave transmitter) installed 
suitably and the location registration information in PHS etc. Thereby, a seHHocation is 
detectable per two or more wireless zone unit or room. 

[0034] Moreover, as a cipher system, you may be which method of a common key system or a 
public key System. For example, a common key is generable by combining the location encryption 
key (indispensable) mentioned above, a time amount encryption key (arbitration), a transmitting 
person's public key, and an addressee's E mail address by the predetermined operation in the 
case of a common key system. In the above explanation, although the case of an electronic mail 
system was explained, if it is data in which not only electronic mail data but electronization is 
possible, ft is applicable. For example, about sensitive data, if it is not a specific location in the 
company, when perusal etc. is made to be not possible, read-out of the data by personnel 
without authority etc. can be prevented 
[0035] 

[Effect of the Invention] According to this invention, it becomes possible by enciphering using 
positional information and a hour entry at least to raise the protection to an informational theft 
or tapping and to raise confidentiality. Moreover, the burden of the user for information * 
management is not made to increase by acquiring positional information and a hour entry 
automatically. Furthermore, since it is physically impossible, trying decode processing by two or 
more places to the time amount as which one equipment was specified can make lower 
probability for information to be decoded. 



[Translation done.] 
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Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated 
3 Jn the drawings, any words are not translated 



DESCRIPTION OF DRAWINGS 
[Brief Description of the Drawings] 

rD rawing 1] It is an outline block diagram at the time of building a code electronic mail system. 

[Drawing 2] It is outline configuration block drawing of accepting-statton equipment. 

[Drawing 31 It is functional configuration block drawing of a code electronic mail system. 

[Drawing 41 It is the processing sequence diagram of a code electronic mail system. 

[Drawing 5] It is drawing explaining the example of a data configuration in the condition data base 

section. 

[Description of Notations] 

10 — Code electronic mail system, 

11 — Encryption server, 

12 — Mail server, 

13 — Radio relay station, 

14 — Network, 

15: — Transmit-terminal equipment, 

20 — Accepting-station equipment (pocket mold information processor), 

21 — CPU, 

22 — Memory, 

23 — Display, 

24 — Input unit, 

25 — External storage, 

26 — Antenna for transmitters, 

27 — Data communication unit 

28 — GPS receiving antenna, 

29 — GPS receiver 

30 — Computer for GPS, 

31 — Loudspeaker, 

32 — Extended bus interface, 

33 — Internal bus 



[Translation donej 
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CLAIMS 
[Claim(s)] 

[Claim 1] Encryption equipment characterized by having an encryption key generation means to 
generate an encryption key, and an encryption means to encipher input using said encryption 
key, using inputted positional information and inputted time information. 
[Claim 2] It is encryption equipment characterized by generating said encryption key using 
transmission place specific information for said encryption key generation means specifying a 
transmission place of said input in encryption equipment according to claim 1 in addition to said 
positional information and said time information. 

[Claim 3] Decryption equipment characterized by having a decryption key generation means to 
generate a decryption key using inputted currency information and inputted current time 
information, and a decryption means to decrypt input encryption information using said 
decryption key. 

[Claim 4] It is decryption equipment characterized by generating said decryption key using 
transmission place specific information for said decryption key generation means specifying a 
transmission place Of said input encryption information in decryption equipment according to 
claim 3 in addition to said currency information and said current time information. 
[Claim 5] The pocket information processor carry out having had a self-location detection means 
detects the self current position and output currency information in the pocket information 
processor which decrypts the input encryption information which is inputted encryption data, the 
current-time detection means detect current time and output current-time information, the 
decryption key generation means generate a decryption key using said currency information and 
said current-time information, and the decryption means decrypt input. encryption information 
using said decryption key as the feature. 

[Claim 6] Encryption equipment characterized by having an encryption key generation processing 
circuit which generates ah encryption key, and an encryption processing circuit which enciphers 
input using said encryption key using inputted positional information and inputted time 
information. 

[Claim 7] Encryption equipment characterized by having a decryption key generation processing 
circuit which generates a decryption key using inputted currency information and inputted 
current time information, and a decryption processing circuit which decrypts input encryption 
information using said decryption key. 

[Claim 8] A pocket information processor which decrypts input encryption information which is 
characterized by providing the following, and which is inputted encryption data Serf-location 
detection equipment which detects the self current position and outputs currency information 
Current time detection equipment which detects current time and outputs current time 
information A decryption key generation processing circuit which generates a decryption key 
using said currency information and said current time information A decryption processing circuit 
which decrypts input encryption information using said decryption key 
[Claim 9] An encryption method characterized by having an encryption key generation 
production process which generates an encryption key, and an encryption production process 
which enciphers input using said encryption key using inputted positional information and 
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' 2/2 ft— is 

inputted time information. 

[Claim 10] A decryption method characterized by having a decryption key generation production 
process which generates a decryption key. using inputted currency information and inputted 
current time information, and a decryption production process which decrypts input encryption 
information using said decryption key. 

[Claim 1 1] A control method of a pocket information processor which decrypts input encryption 
information which is characterized by providing the following, and which is inputted encryption 
data A self-location detection production process of detecting the self current position A 
current time detection production process of detecting current time A decryption key generation 
production process which generates a decryption key using said detected current position and 
said detected current time A decryption production process which decrypts encryption 
information inputted using said generated decryption key 



[Translation done.] 
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